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Abstract. Social login (SL) has recently emerged as a solution for single sign-on (SSO) within the web and mobile
environments. It allows users to use their existing social network credentials (SNC) to login to third party web
applications without the need to create a new identity in the intended applications’ database. Although it has been used by
many web application providers, its’ applicability in accessing learning materials is not yet fully investigated. Hence, this
research aims to explore users’ (i.e., instructors’ and students’) perception and experience on the security of SL for
accessing learning contents.  A course portal was developed for students at a higher learning institution and it provides
two types of user authentications (i) traditional user authentication, and (ii) SL facility. Users comprised instructors and
students evaluated the login facility of the course portal through a controlled lab experimental study following the within-
subject design. The participants provided their feedback in terms of the security of SL for accessing learning contents.
The study revealed that users preferred to use SL over the traditional authentication, however, they concerned on the
security of SL and their privacy.
INTRODUCTION
The evolving of World Wide Web (www) technology has made many systems and applications accessible
through web browsers. This has improved many aspects of communication and business transactions in which the
services are available at anytime and anywhere. Although, the web technology has simplified access to the systems;
however, these systems require users to create their profiles and credentials separately from others for authentication
and personalization. As users are connected to many web-based systems, they are required to sign-up services and
create their profile in the application databases to access the services. From time to time, the number of profiles and
credentials that users hold are increasing. Consequently, users suffer from credentials management issues where
they are unable to manage their credentials properly [1-2].
Many current websites and web-based applications have deployed social login (SL) as their authentication and
personalization method. This implementation allows users to use their existing social network credentials (SNC) for
login to multiple web applications without the need to a new profile and credential as well as to eliminate the
registration process [1]. A question rose from this scenario whether this type of authentication is appropriate for
accessing course portal for higher learning. To our knowledge, research on the use of SL for accessing educational
resources is still at its infancy stage. Hence, this paper aims to explore users’ (i.e., instructors and students)
perception and experience on security of SL for accessing course portal.
The next section explains the background of SL and its’ use for accessing learning contents within higher
learning institutions. Then, the following section explains the experimental setup, and the results of this experiment
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are explained in the new subsequent section. The last section of this paper discusses the findings and concludes the
paper.
SOCIAL LOGIN AND COURSE PORTAL
Issue pertaining proper credential management is commonly discussed especially by security experts as a way to
educate users and increase their awareness on data security and privacy. In order to strengthen credential
management practice; education and awareness should be accompanied by mechanisms that help the users to
properly manage their credentials. Single sign-on (SSO) has been introduced to solve credential management issue
by providing an authentication technique that reduces the number of login credentials that users hold at one time. It
is an identity management tool for user authentication on different systems. SSO becomes attractive nowadays as
users are no longer required to manage and remember many passwords to login to different applications. Users just
need to use a single pair of username and password for authentication to access multiple applications [8,13]. SSO
variations can be used in many computing environments such as enterprise, web and mobile.
In the context of web and mobile environments, SL is one of the available options for users. SL is a mechanism
of SSO which uses existing login detail from social networking sites such as Facebook, Google+ and Twitter to log
into third party websites, without the need to undergo the sign-up process and create a new profile. The existing
SCN and its user profile will be used instead. Many web application providers incorporate SL in their system. For an
example, Flipkart, the top ten online shopping website in U.S. also provides users with SL option (refer to Figure 1).
FIGURE 1. Example of SL in online shopping site
Past research has studied the usability aspects of SL in terms of registration process and in helping users to
manage less login credential. For example a usability study by Chun and Katuk [2] showed that SL had better
usability compared to traditional login for accessing teaching materials. This has suggested that the use of SNC is
more convenient compared to traditional authentication.  However, Egelman [3] reported that 15% of users refused
to use Facebook Connect for authentication in other websites due to privacy concern. Security and privacy is a major
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concerned of many social network users when they use the credentials to access external applications. This is due to
the reason that they do not know how their personal information is transferred between the applications over the
Internet.
Online course portal is a learning environment that provides interactions, communications and collaborations to
achieve higher efficiency between instructors and students.  The ultimate outcome of the online course portal is
overall improvement in the quality of education. Instructors can create their own course and share the course
materials such as lecture notes, tutorials, practical exercises and assignments to students through course portals.
The growing of Web 2.0 has made instructors and students more participating and socializing through online
course portals. Web 2.0 tools such as Edmodo, GoogleDocs, Classroom 2.0, Wikis and blogs improve learners’
participation and collaboration during learning process and facilitate user-centred design [4]. Past studies also
showed positive results on Web 2.0 learning environment, where it has motivated learners to engage in their learning
activities [5].
Instructors and students may login to course portals from anywhere and at any time by providing their
credentials. A common user credential is the combination of user identification (ID) and password, in which
considered as a conventional login method [6]. Users may have many user names and passwords for different web
applications; hence they may write down them or simply remember them in their mind [7]. However, having a lot of
usernames and passwords may troublesome users such as password been cracked, possibility of forgetting password
[8-9] and password fatigue [8]. A research from Hayasyi and Hong [9] found Internet users had an average of 32
accounts, and most of them write down and reuse password in different websites. Writing down and reuse passwords
could expose users to security threats and attacks [10].
Within an educational environment, access to course portals also requires students and instructors to use their
credentials as an authentication and personalization methods. For the purpose of authentication, the credential is
used to validate whether the users are the “real” instructors or students, and they are authorized to access the content.
It is also important to validate the users’ identity to avoid access by malicious programs that can harm the system.
Credentials also create user model that contains every actions that an individual user performed within the system.
The data generated by the user model provide history and security log for auditing purpose. In terms of
personalization, users’ credentials represent their identity, background, characteristics, preference, and behaviours.
Users’ characteristics and behaviours are useful for creating an adaptive learning environment where the course
portals accommodate users’ need differently based on their individual characteristics. Adaptive learning
environment is beyond the scope of this paper, however, more importantly, we are interested to highlight the role of
users’ credentials to access contents in course portal.
As mentioned in the preceding paragraphs, login to a course portal may use the traditional approach where the
application provider stores users’ credential in their database. The system provider may also deploy SL; where
users’ existing SNC is used and imported to the provider’s database. With traditional approach, users must follow
the registration process by supplying their details, such as name, gander, birthdate and others to create a credential.
It is a one-time process only, however, it may take a few minutes to complete. In addition, it increases the number of
credentials a user hold at one time. In contrast, the used of SL and SNC eliminates the registration process and it
simply keeps the existing number of credentials that users have to manage at a moment. This could help users to
properly manage their credentials and avoid them from writing down the credentials and repeating them in different
applications.
The option of using SL in web system seems to be a promising way of helping users with credential
management. To support this statement, we made an observation on the top and popular learning portals. It is found
that many portals such as Coursera, Duolingo, and Codecademy deployed SL. The screenshot of the SL provided by
these portals are presented in Figure 2, 3 and 4 respectively for our reference.
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FIGURE 2. Example of SL provided by Coursera
The three portals above deployed SL so that their users can use their existing SNC to access the contents, without
the need to create a new credential. The option of SL and SNC somehow simplifies the registration process and does
not increase users’ existing number of credentials. It is convenient to both users and application providers. However,
convenience does not always come together with security. In other words, security is always a trade-off to
convenience or vice versa. Simply said, in order to protect personal information, users need to sacrifice on the
usability and convenience level [11]. In general SL eases up registration and authentication process which
consequently helping users in such a way that they do not have to manage different login credentials for different
applications. However, how secure the authentication technique in protecting users’ privacy and the security of their
information are still not fully discovered. Hence, this study intended to extend the knowledge in this area by
exploring users’ perception and experience on the security of SL within a learning environment.
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FIGURE 3. Example of SL provided by Duolingo
FIGURE 4. Example of SL provided by Codecademy
METHODOLOGY
Method
A controlled laboratory experiment was conducted to understand users’ perception and experience on the
security of SL for accessing course portals. A within-subject design of experiment was used in the study with users’
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security perception and login mechanisms (i.e., SL and the traditional login) as dependent and independent variables
respectively. The hypothesis for this research is “users have different perception on the security of SL and the
traditional approach for authentication”.
Materials
Two main materials were used in this study; a web-based course portal system and users’ security perception
questionnaire. The course portal’s user interface provides two login facilities; the traditional and SL as in Figure 5.
The traditional login facility requires the users to enter the user name and password to access to the web application
while SL allows users to access course portal by using their SNC. The course portal is hosted in a web server. Table
1 shows the differences of both login facilities.
FIGURE 5. Login facilities of CWS
TABLE 1. The features of the traditional and social network login
Traditional Login Social Login
Account
Registration
User must type their username,
email address and password
User is directed to SL page and permission
page is prompted to user
New user name and
password required
Yes, user must remember his/her
login credential
No, user uses the existing SNC
Auto Login feature No, every time user must login
manually
Yes, user may access into course portal
automatically if user has login the social
network before
In the traditional login, creation of a new account is required for the first time access to the web application.
Users are required to key in information such as username, email address and password for traditional login account
creation. For SL facility, the course portal will direct users to social network website (i.e., Facebook or Google+)
and permission screen was prompted to show the users that course portal is receiving their profile from the intended
social network providers. Users’ social network login name and password will not be stored in the course portal
website.
The questionnaire contained two parts. It had eight demographic questions, and seven items on the security
perception presented in a five-point Likert scale (i.e., one represented ‘strongly disagree’ and five represented
‘strongly agree’) as below:
 The login facility allows user to change their password at any time.
 The login facility only kept a single credential.
 The login facility allows other users to use same username and password.
 The login facility authenticates users.
 The login facility allows me login multiple websites with a single credential (i.e., username and password)
 The login facility is secure and makes my life easier.
Traditional Login Facility
Social Login Facility
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 I prefer to use the login facility.
Two open ended questions were asked at the end of both tasks as below:
 Do you think Social Network Login is secure? Why?
 If this course portal is implemented, which approach would you use to login? Why?
Participants
A group of 50 respondents from Tunku Abdul Rahman University College (TARUC) were participated in this
experimental study on a voluntary basis. They comprised of 20 instructors and 30 students with equal number of
females and males. The instructor group comprised 7 males and 13 females recruited from English Faculty, Business
Faculty and IT Faculty and the instructor’s age range between 26 – 35 years.  Whereas the student group comprised
18 males and 12 females and at the time, they were studying business and IT courses. Their age ranges between 16-
20 years.
Procedure
The experiment was conducted in a computer lab with desktops and wired network connection for a more
reliable Internet connection. The participants were first given with the information sheet and consent form. Then,
they were asked to interact with the course portal system. The participants were required to perform two scenarios of
login in which they were divided into two groups at random. One group used the traditional login facility and then,
followed by the SL. The opposite order was applied on the other group. After completing the interaction with the
system, the participants were required to fill up a set of questionnaire to evaluate their perception and experience on
security of the login facility. The time taken to complete the tasks was recorded. A Mann-Whitney U test was
conducted on the items to identify whether the order of performing the tasks affects the results. The result of the test
revealed a non-significant value, suggesting that the order did not affect the respondents’ response.
RESULTS
All data analyses and statistical tests for this study were performed using SPSS Version 19. A code book was
developed before entering the data into the SPSS system and descriptive statistic and frequency count were
performed to check the integrity of data entry, missing value and outliers. The Cronbach’s Alpha coefficients for the
items were 0.735 and 0.773 for the traditional and SL respectively indicating that the data are internally consistent.
A normality test following Kolmogorov-Smirnov (K-S) showed that the data were not normally distributed; hence,
non-parametric statistical tests were used to test on the hypothesis of this study.
The demographic information shows that a total of 94% participants (19% were instructors and 56% were
students) use internet daily. The remaining 6% of participants used the Internet in weekly basis. 62% of the
participants had 4 – 10 web accounts, 4% of participants had 11 – 20 accounts and the remaining 34% of
participants had less than or equal to 3 accounts.
The participants’ responses on the security perception on the login approaches were analysed. The means and
standard deviations for both groups of respondents (i.e., traditional and SL) were calculated and presented in Table
2. The respondents rated the security of the login approaches slightly higher on SL compared to the traditional with
the difference of 0.3.
TABLE 2. Means and standard deviations for security perception
Mean and Standard Deviation Traditional (n=50) SL (n=50)
Mean 3.28 3.58
Standard Deviation 0.564 0.570
A Wilcoxon Signed Rank test was used to evaluate whether users rated significantly higher on the security of SL
compared to the traditional login approach. The result revealed a statistically significant different, z = –2.19, p <
.001, with a large effect size (r = 0.22). Table 3 shows the median and mean rank for security perception between SL
and the traditional methods.
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TABLE 3. Median and Mean Rank result for security perception





Negative Rank Positive Rank Tie
N Mean Rank N Mean Rank
3.14 3.57 14 18.57 31 25.00 5 z=-2.91, p<0.01. Sig.
We further analysed the respondents’ feedback after they used both login approaches. We directly asked the
respondents’ opinion on the security of the SL using the question “Do you think SL is secure? (Y/N)”. The
respondents chose “No” as their answer and stated their reasons. Most of them stated their concern on the possibility
that their account will be hacked and their social network page can be viewed by third party if they forgot to logout
the social network and the application. Even though users thought that SL is not secure but they preferred to use it
(72%) to access course portal compared to the traditional login facility as they found out it is easy to use. Figure 6
shows the respondents’ preference.
FIGURE 6. Preferred Login Facility
DISCUSSIONS AND CONCLUSIONS
Most of the users preferred to use SL to access course portal because they found it easy and convenient to use.
However, the users concerned on the security of their SNC where they thought the possibility of their account will
be hacked by others. Looking into these results, we found that users are always looking for an approach or method
that is simple and usable. In terms of SL, users are also worried on the privacy of their personal information. This
has been always a dilemma to users in making decision whether to choose security or to give up security for
convenience. However, the authors believe that there are a lot of rooms for improvement in SL especially from its
technical aspect.
The results of this study require deep investigation from various aspects especially on the possibility of using SL
to access non-sensitive web contents such as course portal. In future, the authors plan to conduct a similar study to
investigate on the different group of users (i.e., professionals) and logout facility for SL.
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